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ENISA Threat «** * Malware

Landscape L
15 Top Threats * ®* Web-based attacks

in 2020 e I ® Phishing

rrrrr

wals N ®* Web application attacks

Web-based attacks * Phishing * . S pa m
-

“'} 7 @ TTTTT e DDOS

Web application * o * DDos * Identity theft . Data b reac h
8 -;::; 9 ® 10 * » ’:a “
— ‘.ﬂl . = ® Insider threat
@ -e nsiaer threa
~0 Im S

Data breach * Insider threat * Botnets * ::Ria‘:;el,ﬂagfitp:r:;tli::s' . Botn ets
12 e 13 Ny o 14 A 15 o

§9 € ‘_r". (B} ®* Ransomware
::;c:ar;::inn Ransomware * Cyberespionage Cryptojacking * .

Cryptojacking

www.enisa.europa.eu
For more information: https://www.enisa.europa.eu/topics/et!

Source : https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-landscape-2020-top-15-threats
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Malware fa wovlfainFe Code Ussinvmilsfiflgnusyasdlunisnaneonuiilediansznusesyuunoniamesi
degnindeialalussuuasufiuned Malware agvilvanmnsoidnfmineinsvosssuuaeufinne uarorausideya
TUgundesneufiamesinsosdug luedetie saudaddneden ¢ IﬂaﬁwzﬁﬂiimLLmﬂsmﬁumuﬁﬁlﬁﬂszmﬁﬁﬁﬁﬁmi
WAnBENAN F0i38n Malware HuasoUARNAY

e 1a%a (virus)

* 351 (Worms)

*  Insdu (Trojans)
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T Web-based attacks

Web-based attacks A9 35n1slaufvtelneniuteaaiuled tasvinduled vise Hack tuladniivednitivaunly
Huled Iaennsld code nvilmubadiaidnivledsinaniual aztiwmgelundivaneslateniesnidu Bulaaiinnisang

Malware Wiiayinliesaanauiimasvandafna Malware

LNLILAY

ulsddulngiilau Hack Wieudly Code drusnnasduiulesiuseinn CMS (Content Management System)
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' Phishing

Phishing Ao 35n15lauABBan1UNIY019m19e Wi E-Mail, SMS, Yiules 138 ¥eanis Social
lneldiBnsvaendewmtionigisn1snne ihlimtdevasveuaslvideyadiuda wWu Username, Password

U

w38 ToyadAnydue iWetteyadnanvesmteluldlunisingsnssy
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' Web application attacks

Web application attacks o 35n1slandiuledidmnelngendedeslninng wu

*  Code waaiules u CMS

® Web Server #39 Database Server www
Banslaudndeuld

®  Cross-Site Scripting

® SQL Injection

* Path Traversal

aunsafAnuisnistesiuiiuiulaannunnsgiu OWASP Top Ten
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Spam fio T8N159NEeT ey kivszasRAinnsdetoys, Tandny, viTolauanine NuYenweY ludasu

U

U U

1 E-Mail, SMS, Viules 3o 9aan1a Social Ineilunisdsdnuiuunn vieddnenlildveeynyinlugesu

IWDETI9ANTIANEY NIDNDNIU
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DDoS (Distributed Denial of Service) fia 35 1slandidmmnenibuiuled, ssuunisliuinig vise
szuuzotne ngldngadlaufndusunisirwuunnganidmuneien aelunanfeiugaussand

Aiialidulad, szuunshiusnis sessuuesedielilaiunsaldaulsvsessuvay
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* Data breach

Data breach e inMslnavesteyanoraiinandedlnd viemslafileluedeyavesivled, doya
yosueUnAIAtu vioszuuiiliuinissineg Tnefidvesteyaviedliuinsueundindu sisegliuinmsssuy
lainsu Faflavfdesninideyalune vidaiiieFondlavesyadoyatus

HANIENY

*  JayadAdiudd vsevesernslaulumewns

* Tuvnsaliinssenelavesdoya

*  ASINANTENUADTDLALILATANNUNTDNDUDIDIANT
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' Insider threat

Insider threat fia fofiAinanneluyrainineluvetesdng SsrmasiAnainauddla nielssiila
riutananisldruunAvesynains 1wy inTesneufiamesuesusin vie aundvinu sy

34 Insider threat 1ufoUszamifanuguusaidesanneluesdng o1azinistestulusedus vivlv
Anmslaudussanilldie uaskadndvesfoidauguuse

35n1siasg

11ann1s Zero Trust unlgauniglussnns

DGA ATDGA



sUwuuneANAINYas CyberSecurity

Botnets 138 Robot Network #io TUsunsufignideutulneglivszasdd Mhnsasalusinsuiuuusei
ogluiniesneuiinines visogunsalineg tiesedumadiihnslaufdmneniesidunisuisesiaiign
Tsunsuld

Feduunnia3esil Botnets uslsfuuiniesveambeazlimuininisiin Botnets

1183910 Botnets azlivirnunasnian agvhauisededinissunainguan (§liuszasds)
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Ransomware fia Malware Uszinnuilafidlogninssiinsesreuianesudinzyinisdentid
lngsmsinsialnadeyaviavunlueies vinlideyaiegluasotlianansailaeldanule

Fagauszaduas Ransomware vinsdealild wiefiazisenanlavessianiy e e

uu PC 18 Laptop uavikdd ua: mmsiEenildmnindadooms:Uald

TWatUa TaeMseIBUIWaTATGAIINDASAATWARQNIIISHE

58Uavriu
1 2

ndlunsUandenlidmelilndiedneluniospeuiiamesiunduuildaulagnase

ad [ shsovdoyaosvathiaus SutaalUsunsy uas
’J ﬁﬂ q sﬂ E] q nu wWothawnsathdoya s:uuUfUGMSDEaUD
ddcuchon ndunla Woladovlk3ntiaou
° o [ < o o < VL & o 1 3 & s 5 E
drsestoyalulszdn lngvimsueniiuliddsesteya |
Gadolusunsy Antivirus,  rioutdalwauuu nds aori o 5 o
o g, , Anti-malware uasUioa  Auenswanostinowasdin “”::‘S‘I‘;:;:’;‘“T‘I‘;’_"”
a (% . ! o Signature 1aUD (WalK 2ElaUD WU OOV s ot
*  AITRARNY Anti-Malware LLazdin1g update BYNEULEAUD s Mabwars 118 haderchom Bt g fETANGS e
[ ]

neulalvannee lasuin amsiinunsentinneuiazyinniside
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Cryptojacking

Cryptojacking fi® 780157 Hacker 1ip3eenauiimasvesmtalngdsn1sniee washauyinisandlusinsuitldiionisys

wWisegy Cryptocurrency lagadey CPU %39 GPU vulAsesnauianesvatoUssununatioasaselanduluin Hacker

| cRYPT @) JACKING

1 YsununsTauiigets 35% ansfuananuvionn

i F
Wuundn 8,500% tul 2560 p oo d I

G NU04 1nfosnoufiamodluosdng
nany Wuffoqnanuduiiv 1 wbaqdu {Endpeint Protaction)

suenszuulosiiupsodiy Vi
ey

viadlsldun uasasas Jusesseslden A . - FUAinns/Tusunsusineg Duuszd

viwuuugUnsailafile ulinseitsgunsal IoT " S
§ Y NS UURLRDT x 3 : UnsallAz (MDM)
fanudougs

AoBu 3% vosnsTéwdsnuluiiniialan smetud 2020

e wsATie (@unmmume) (aws) driinusnuriguadting (inimmme) (ans) dnilnuurigunaRtn (o) (ans) | | sSm—" 2 dnneinunigunadtin (ewdmmuwiny) (aws)
DGA .. et Agnc P rganaion) DA DGA  oouiconm ment Apy Pl gt DGA DG oo oguic et genc Pl Orguzion) DG
=== www.dga.orth | €3 @ O @ dgathailand === www.dga.orth | £ O O © dgathailand === www.dga.orth | £ Q O © dgathailand www.dga.orth | €3 @ O @ dgathailand

Source : https://www.dga.or.th/document-sharing/infographic/36181/
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AUNI9UY

1. Time to work.

3. E-Mail

2. Computer 5. Messaging

|
WWW EQ =

4. Website
6. Conference 7. Cloud Storage
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faiasufliRnenuUaande

1. A3sdnsuen User Iauiuvasudasyana

2. M3 Logout \lelsioguiiiaiasnouiiames

3. miaﬂﬁg\‘i Anti-Malware Wagdin13 update agsarLaND

4. finn3 Update Patch suudfjinis (0S) egnsasiiase

5. 1n13 Update Version U99lUsuATUUUIATOOENNALLALD

6. lim253m Password nazfn Password 19viinas

7. 1in13ld Password M1 wae linlsuan Password waKau
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b
Password

A5y Password #1f A8

1. fienududou wu fsnwsian Monwsive Miaw wavsnvseiies ( @ $ #)

2. #1Au817989 Password 8819108 8 $oNys

3. paswandeanisld Common password %39 Default password #38
Asfianansaaaanledng iy password, 123456, JuLin, vunetavnsdui

4. finswasu Password agvaiLaLe

5. 19 Multi Factor Authentication Iuﬂﬁﬁﬁmmiﬂwﬂ’lﬂﬁ

6. lumsly Password giulunsazssuy

7. LiAqsuan Password wfigau
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Password
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AISHANLALINSTY Common password 38 Default password %38 &ifid@u1samaanladng 1w password,

123456, TULAA, RUURUNTANA

Position

10.

.+

Password

123456789

picturel

12345678

mmm

123123

12345

1234567890

senha

1234567

Number of users

2,543,285

961,435

371,612

360,467

322,187

230,507

189,327

188,268

171,724

167,728

o
[0}
[T}
Q
Yo}

Time to crack it

Less than a second

Less than a second

Less than a second

Less than a second

Less than a second

10 Seconds

Less than a second

Times exposed

3,124,368

2,238,694

2,389,787

2,264,884

Source : https://nordpass.com/most-common-passwords-list/
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;
Password 1A1U8179949 Password 98191108 8 FIDNUYT

Amount of Time

“abcedefg” 7 characters @ .29 milliseconds

“abcdefgh” 8 characters @ 5 hours

“abcdefghi” 9 characters 5 dCI)’S

“abcdefghij” 10 characters 4 months

“abcdefghijk” 11 characters 1 decade

“abcdefghijkl” 12 characters 2 centuries

BBetterBuys

: https: b ! i ing-| - king-ti
DGA ATDGA Source : https://www.betterbuys.com/estimating-password-cracking-times/
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1. lule E-mail Aunasds visenddludaiau

U

2. Lidalwduwuan E-mail Minasdy segdslidniau

3. ldedn Link Tu E-Mail Taglidin1sasiada

4. FoaiANNdAYnowiNgINTIUNNY AISHNSEANIUNNYBINIIBUY LRy
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310 [ uTEn luswddlve 4108 |
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alas,
Lignnsoindvianuasnaluiud 18.04.2021 asnnlifimsissanBaaning (3.59 BATH)

suaT: lilsuale ua

adw: THO65038305

s7uTu: 3.59 BATH

Aniuadaaissiiie: 19.04.2021 - 21.04.2021

d e — e -
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saudmIRINiuiia
thadmsgnenuaslulssd M ng

AaanasmThiuiag

vy llmsdid vy $da (U} maudntonanshivdmsia sasfunardadlutaonaaiasdfeanualaimd nwiwsnﬂw'hm qau

1. Aoulduiar Hilduiarasdosanduuisuuas i el uluue n'ﬁ'iwusn'nﬁ'w‘nnu] Fvunlaslaoaamnat Teo icaedi nrrnasasnni

2 wiA u'l'm.l-mwdﬂma.,ﬁuﬂ-ndum'mn a—mwnﬁ'l.ﬂ'iﬁunﬂl.lu "ainTANTn" wasnTn asT 4 Taniue lusuurafudinrdandn Tean bidandosisTaadinatas
wrmihucan W le wasana Y ladulusinninmatanamTuaaunts u'l'lﬁ.ﬁnm..ﬁ'm'ﬁn'tm.l'snﬂh o g "I.ﬂul.m

2. sruznaarriusnda Tddaddiyaas Sl iaalladus, 2, EFES ; J'i“snwhdg‘ﬁ'ﬂ‘mdﬁﬂ'ﬁﬁumd‘mﬂm

4, Whivinrasnasiuiatousa Ha AR EUTATRsR T U AR T IUGRA A ATIE T 1 mnﬁ

ttps://ems-thpost.com/th58 Frmmsit s it

Wl warnianumay

https://ems-thpost.com/th58
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Y1

13l0m E-mail Nunasde wiandslidniau

U

hello aRiananasan

dAadwalAmAuanIuzNIsIadvay Tauda Tuid Tsaatwaunady
BuuKsy,

smaudebiqamsuluiiviaguasqarldsunmsiaiu i luadeduaiuaais
v v : - - -~ : v = _=
uazis davniszAayadiuynnarasqaiiagiiunsadehitagaau.

nsannsanuuuvasuda hiiiuazfudusisasiduanasqa viaqazlasunisia
avnmalu (5) Tuvhns.

. C (R (TR 1 WYL
#av: BigC.co.th

#5u: juthadit.s@dmsc.mail.go.th

nnazaeau: #THE87982962BK

dmain: 0,71 nn.
AN ER

A0UT WSDNAD
* wnvizgquavans b leSaseniuTu (5) Fushnir Tze To e o TuiTmTy,
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Y
T3iman Link Tu E-Mail Taglidinsnsiada

i You have 7 pending messages not delivered

] Office 365

Mail server has detected about (7) pending messages to your mail box. They are awaiting your approval to be delivered.

Please review them here and restore delivery of pending messages.

Access Messages

Best Regards,

The Mail Support Team

ﬁj https://zn3wtzvjedzs3gkbzv2vdg-on.drv.tw/sharepoint-document/Index.html

https://zn3wtzvjeSzsigkbzv2vdg-on.drv.tw/sharepoint-document/Index.html
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T3iman Link Tu E-Mail Taglidinsnsiada

antlaateanisaeaisydnasaaSausanwad
From: [:SCB Easy Net:]

SCBO

Suuand

i https://www,scbeasy,.com UR

sianauvadandmiuienias ATH asmuaaiylu 1 $Tue TUsamsiadaulvuuls
l
nam

PRI -l - . - P - al
winaahildvidsiTlsauldousiarinuuasraniadneiaulaansoyduasaaniulil https://www. scheasy. com LA

Taafiuly

- . u . R
Tinsnswvitdanaryifiadudnluauian

. - A S .
Ll.mﬂ_mﬁ7N1TﬂlWﬂL-'ﬂ.EIﬂD?.IEIR‘II'IiI'LI‘RWTﬂﬂ‘mH'I

. A= T - c = - 2 =
Covid 1%: nsaiawfalvdzaeldfiavaavivanudraiauay srawie N lddaatiaaanisunsnseneyasl:ia

atgatalaansiy,

suensinewdiyg §dn (i)

Ihttps:,-"fcolIegecult.ch.-'im eas/login.php |
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Gmail - Report Spam Mail
w o2 | I I

\” |
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’
Gmail - Report Phishing Mail
w . | { 1T i
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feafinrsufjuntivenulasnng

1 ldddulesnlesuandomeiilinidn wu 21nnsuesiiugems Social s

2. lipsvihnstudin Password 19 Ul Browser

3, LﬁUl%ﬁﬁW%’UﬁToﬁﬂﬁﬂJﬁﬁﬂ ARG G’faqﬁmimaﬂﬁé’imﬂaﬁﬁw Sudosi SSL warldeur HTTPS wiith
4. 1% Browser ﬁ;ﬂ%’muﬁﬂﬂﬁaﬂ?’fmu 19U Google Chrome, Moxzilla Firefox Dudu

5. A9ing Update Version 484 Browser NG

6. lunsalimsespouiamasnltuliltiniesdiudinislasu Browser Tulwun Safe Web Browsing

7. PIARAY Anti-Malware wag update 9819a1LEND
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'. , . y
Website Auleddmsurngnssuniddy visedesdinsnsendeyaidifnydesd SSL uagldanunu HTTPS Wity

ssL ﬂ ) [ ihttpsy// \/

2

v # https://self-signed.badssl.com

S

S,

PiainiaN

ORW "1 fhttp.badssl.cum

7

L=~
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Website Tunsaliminsnauimasnidaulalaniosd@iudaislaau Browser Tuluuna Safe Web Browsing

New Tab

c e

B Openstack W Works whois @thnic W whois [l drawio

Yt @) incogrito

@ Flush Cache Google (@ Flush Cache Cloudf..

*’ Firefox

You've gone incognito

Now you can browse privately, and other people who use this device won't see your activity.
However, downloads and bookmarks will be saved. Learn more
©3 You're in a Private Window Chrome won't save the following information: Your activity might still be visible to:
= Websites you visit
« Your employer or school
« Your internet service provider

= Your browsing history
= Cookies and site data

Firefox clears your search and browsing history when you quit the app or close all Private Browsing tabs
) . ) ) ) T « Information entered in forms
and windows. While this doesn't make you anonymous to websites or your intemet service provider, it

makes it easier to keep what you do online private from anyone else who uses this computer.

Block third-party cookies
Common myths about private browsing

When on, sites can't use cookies that track you across the web. Features on some o
sites may break.

Firefox f®@ Private Windows

Google Chrome A8 Incognito mode %38 Inuauuulissusny

DGA LTDGA
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'. .
Website Facebook 7iiun1s8uduANNADY

DGA 'uonwﬁamm'lv \
’lnunmnswnmsuwnu '-"

25

DGA Thailand © 4= TN 13w ilsusicing 31da © ¢

PO ST
@DGAThailand - mihgaussing - . @thailandpost.co.th - ¥snsuuss

2 dgaorth (2 thailandpostmart.com

2v. — USETUEINE
THAILAND POST

4
U

NAFe.Tc0d o0

Tap to Pay with Visa

Rt Y e

Visa © 4=

SCB Thailand © =

@scb.thailand - u3n1sMensdu © dvzinarnu
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Messaging

feafinrsufjuntivenulasnng

1. limstuiin Password Wilusunsy

2. nydildlaindesneufiumeddins ldastudinlndsne Tuwedes
3. fanusseinnewda Link vde tdsneq Aldsumn

4. finns Update Version vaslusunsuagnsasiniame
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Fake News 3o tuasududeanaulndiiussinnmiandenuiindiegiann iliesantnasuasuiithumewnstiugdanuiniede
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FaWgNSuIasate aunsaasienseuwa Yanluldeddivssdnsam dwlnglditnsmeunsiiuniagemisesula wu LINE,

Facebook vil#iin1snszanadnldog1esiasungsdy

Bnsdannyvasu
1. 9n15We9ie1d Misetennuiiiuase Wisas1eanuuiauls
2. szyiuwewilale

3. dnegliseyiuil washaiAnmanisel

4. @UIUNSYUDBNWLINT I
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Anti-Fake News Center Thailand
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Conference
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1. Taauimvungaununns Conference

]
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2. TumsUseau Conference AIHUARTNE VDS

3. WUSLONATTANNY 9819IXINTE Y
4. Tdlusunsungldanumludeulday

5. 313 Update Version wa4luUsinsu Conference agn9ailan

ATEGEY

AISINISVERU MKLINTINUTEYN conference nauaztuiinnmuazidedlunsusyyy
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™ Cloud Storage

feafinrsufjuntivenulasnng

1. wen User lunisldanuvadusiazynna

2. astmuaddnddndldivh s dumindy

3, Yansdndaling videlansursvddeliianusndy
4. miaﬂé?ﬂ Anti-Malware 8¢ update agsaLALD
5. finns Update Version waslusunsuagnsasiname

6. 1n1399 Password 917 wagliuen Password wagdu
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1. Computer H 3. Internet Connection

2. Mobile 4. loT Devices
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Go gle webcam cover X =m § Q

Q viowua @eusd Q@ davie [@idla B dnas  viuéy MseaAt  A3asiia
sani1sAurIlszuna 139,000,000 578015 (0.52 Fum)

Tauan - Webcam cover

WEBCAM COVER (3 Pack)

ALOEIT® e

= @O o
WEBCAM i/ wari

- S5epy @ -

! »
webcam nnaas naasILuAY 3 Pack Webcam usiwidauilandas  Webcam Cover
aauNaas 0 ... Tatnasusina. . Cover Ultra-Th... Huuau dmsu.. Tools Universa...
B16 B19 B38 B13 Bi5 B31
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HACKERS CAN USE YOUR WEBCAM TO SPY ON YOU

Home / Hackers can use your webcam to spy on yot

Nowadays, most of our devices have built-in cameras: smartphones, tablets, laptops and desktop computers,

This has created a new privacy breach that most people are not aware of. It's not paranoia; hackers can be
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1. A3sdnsuen User Iauiuvasudasyana

2. M3 Logout \lelsioguiiiaiasnouiiames

3. miaﬂﬁg\‘i Anti-Malware Wagdin13 update agsarLaND

4. finn3 Update Patch suudfjinis (0S) egnsasiiase

5. 1n13 Update Version U99lUsuATUUUIATOOENNALLALD

6. lim253m Password nazfn Password 19viinas

7. 1in13ld Password M1 wae linlsuan Password waKau
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™ Free WIFI

defimasufjuRvenuUaanny Welcome to
1. lLimasldan Wikl iialrldusnnsuuulifisfannu A
2. vandenstda WIFl aldsnantunislvusnng sy

FREE WIFI
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faiasufliRnenuUaande

1. Wamslda PIN / Password, Face scan %38 Fingerprint Tunisinldaugunsal
2. ladfinds Application hirasdovidelsiduvaaiiin

3. fAumA Application permission g e

4. finn3 Update Patch suudfjinis (0S) egnsasiiase

5. #n13 Update Version 109lUsUATUUULATOI0LNALLEND
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»
Application permission

DGA £TDGA

Version 9.4.35 may request access to

\Z
oW

0

®

Camera
* take pictures and videos
Location

+ access precise location only in the foreground
+ access approximate location (network-based)
only in the foreground

Microphone Q

* record audio

Phone

* read phone status and identity
Storage

* modify or delete the contents of your shared
storage
* read the contents of your shared storage

[2] Other

+ download files without notification Q
« run foreground service

+ access Bluetooth settings

+ This app can appear on top of other apps
* run at startup

* Google Play license check

« view network connections

« prevent phone from sleeping

* view Wi-Fi connections

« receive data from Internet

* measure app storage space

« control vibration

+ Google Play billing service

« connect and disconnect from Wi-Fi

+ have full network access

* retrieve running apps

+ change network connectivity

« Play Install Referrer API

* pair with Bluetooth devices
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.
Internet Connection

faiasufliRnenuUaande
1. Lﬂﬁau Default Password @84 Router ‘ﬁmmﬂimmu (‘ ’))

2. Wagu SSID uasviaruued WIFI ifmuainangliuinig

3. MvuegTasadnlgen Interet witidndu
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.
loT Devices

loT Devices s gunsaidiannsefindniinsideusedun3atiedumesilaiioldlunisvininusiuiussuusigeg

salaUnaAtunne 16 1wy viaeall, finay, 1Seansesend Judleaunsanenuinietnslansnlufiazios

fimnuvasafsnienuaseie Wisulatuidursuiimasuuinia
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.
loT Devices
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.
loT Devices

< c @ O % 6% e O T ¥ In @D © O @ =

500
Watch Axis camera in Mexico, Tlalnepantla Watch Canon camera in Japan,Inazawa Watch Axis camera in Austria, Klagenfurt Am Woerth
Watch ChannelVision camera in Taiwan, Province Of , Taipei Watch Mobotix camera in Germany,Kerpen Watch Mobotix camera in Austria, Salzburg
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a3U : AU NUF VRS CyberSecurity

¥

Wuguvasnannsufuanaauduasaanienislaiues

CIA Triad
C : Confidentiality

| : Integrity M < ' > A : Availability
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